
Unsniff PDU Bounce Diagram

 192.168.80.1  192.168.80.126 192.168.80.17

Handshake: Client Hello TLS 1.0,

prefer cipher

TLS_DHE_RSA_WITH_AES_256_CBC_SHA,

+ 40 others C --> S

2
88 Bytes

Tue Sep 29

00:51:31 2009

121493

Handshake: Client Hello TLS 1.0,

prefer cipher Unknown, + 90

others C --> S

14
208 Bytes

Tue Sep 29

00:51:31 2009

432922

Handshake: Server Hello TLS 1.0,

select cipher

TLS_RSA_WITH_AES_128_CBC_SHA,

sess 1C144B2E... S --> C

16
79 Bytes

Tue Sep 29 

00:51:31 2009 

433377

Handshake: Server Certificate S -->

C

17
756 Bytes

Tue Sep 29 

00:51:31 2009 

433377

Handshake: Server Hello Done S

--> C

18
9 Bytes

Tue Sep 29 

00:51:31 2009 

433377

Handshake: Client Key Exchange C

--> S

19
139 Bytes

Tue Sep 29

00:51:31 2009

452919

Change Cipher Spec C --> S
20
6 Bytes

Tue Sep 29

00:51:31 2009

452919

Handshake: Finished C --> S
21
21 Bytes

Tue Sep 29

00:51:31 2009

452919

Change Cipher Spec S --> C
25
6 Bytes

Tue Sep 29 

00:51:31 2009 

455008

Handshake: Finished S --> C
26
21 Bytes

Tue Sep 29 

00:51:31 2009 

455008

Handshake: Application Data [f.

...e\.kI(i.2.] C --> S

27
37 Bytes

Tue Sep 29

00:51:31 2009

485935

Handshake: Application Data [GET

/evil.html H] C --> S

28
69 Bytes

Tue Sep 29

00:51:31 2009

485935

Handshake: Client Hello TLS 1.0,

prefer cipher

TLS_DHE_RSA_WITH_AES_256_CBC_SHA,

+ 40 others C --> S

34
88 Bytes

Tue Sep 29

00:51:31 2009

495936

Handshake: Server Hello TLS 1.0,

select cipher

TLS_RSA_WITH_AES_128_CBC_SHA,

sess 07769D36... S --> C

40
79 Bytes

Tue Sep 29 

00:51:31 2009 

496736

Handshake: Server Certificate S -->

C

41
756 Bytes

Tue Sep 29 

00:51:31 2009 

496736

Handshake: Server Hello Done S

--> C

42
9 Bytes

Tue Sep 29 

00:51:31 2009 

496736

Handshake: Server Hello TLS 1.0,

select cipher

TLS_RSA_WITH_AES_128_CBC_SHA,

sess 07769D36... S --> C

43
834 Bytes

Tue Sep 29 

00:51:31 2009 

797953

Handshake: Client Key Exchange C

--> S

44
139 Bytes

Tue Sep 29

00:51:31 2009

800585

Change Cipher Spec C --> S
45
6 Bytes

Tue Sep 29

00:51:31 2009

800585

Handshake: Finished C --> S
46
21 Bytes

Tue Sep 29

00:51:31 2009
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--> S

Change Cipher Spec C --> S
45
6 Bytes

Tue Sep 29

00:51:31 2009

800585

Handshake: Finished C --> S
46
21 Bytes

Tue Sep 29

00:51:31 2009

800585

Handshake: Client Key Exchange C

--> S

47
139 Bytes

Tue Sep 29

00:51:31 2009

888944

Change Cipher Spec C --> S
48
37 Bytes

Tue Sep 29

00:53:06 2009

907407

Handshake: Finished C --> S
57
21 Bytes

Tue Sep 29

00:53:06 2009

907407

Change Cipher Spec S --> C
60
37 Bytes

Tue Sep 29 

00:53:06 2009 

907900

Handshake: Finished S --> C
62
21 Bytes

Tue Sep 29 

00:53:06 2009 

907900

Change Cipher Spec S --> C
53
6 Bytes

Tue Sep 29 

00:53:40 2009 

779342

Handshake: Finished S --> C
54
21 Bytes

Tue Sep 29 

00:54:27 2009 

100997

Handshake: Application Data [......

.t0...o..] C --> S

55
37 Bytes

Tue Sep 29

00:54:27 2009

101455

Handshake: Application Data [GET

/index.html ] C --> S

56
149 Bytes

Tue Sep 29

00:54:27 2009

101455

Handshake: Application Data [......

.t0...o..] C --> S

58
37 Bytes

Tue Sep 29

00:54:51 2009

706396

Handshake: Application Data [GET

/index.html ] C --> S

59
149 Bytes

Tue Sep 29

00:54:51 2009

706396

- 2 - Generated by Unsniff Network Analyzer


